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CONTROL PLANE

Control Plane

The deck builds one evidence chain, not a list of disconnected tips.

BUILD [ 90-MINUTE INTENSIVE

o1 Risk shift

Agent Z2TR =
LT

' 08  Actioninjection
Agent security is a control-system design problem
' o7 Data boundary

FMRABE—R | B A AUNRATE » £EXEEBAS—RTHEHAR
¥ BER ARk -BER-

[ Sandbox
09 Trace +evals

10 Production gate
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COLD OPEN [ THE CASE THREAD
g
ERARE > ER
=i
AE 75y

It did not rebel. It followed the path we gave it.

FIARE—1E customer-success agent BEE215 | ©ifl CRM ~ BIBER
IR4% ~ BEHIE)1E - demo BB > BEIEMESNE IR » ME4E M
BEGEFAERIE ©

MREMSE > A2/ Tt
851 ; EM NEiEssE
MRERT 2.
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LAYER 1/ RISK SHIFT

ﬁ_

consequence

& — & 7 1BRS E‘HE chatbotB’J %%ITLT'WE} ) agent

BE o
5

. BFERE
i TiLE

The risk moves from answer quality to operational

Spark Build Architect Prompt SmartPlay

CONTROL PLANE

Layer 1/ Risk shift

Each layer adds one proof point that the agent is controlled.

Download

'. o1 Risk shift
0z  Productfit
03  Authority
04 Toolcontracts
05  Approval
' 08  Actioninjection
l o7 Data boundary
08 Sandbox

Trace ¢+ evals

Production gate
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BAD ANSWER VS BAD OUTCOME

RREHFAFECH
TITEE > TR EM
TR

The boundary moves from what it said to what it did Textrisk Actionrisk
° FHERE > BRSmERE - FEEF ~ CUEEHEIR ~ fIFEEER -
A bad ' tent-qualit EEEEY -
iSSL:]e‘ summary 1s a content-quality E Repu‘ation movery

Wrong sends, permission changes or
payments become operational incidents.

° Agent 22 BFEIREEIE intent »
permission » execution »
rollback °

Agent security covers intent, permission,
execution and rollback.

@ R @ ° ‘léu
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CHECKPOINT 1 [ CLASSIFY THE SYSTEM

k9BE . clE

=F =2 Agent?

Before governance, classify the thing you built answers only

E—EZFRESS > MRIAREEL K > ©2 workflow ; INMREEH
Bkl ~ T A ~ RIBHIS - A A agent security model ° Sgant

judgement # tools
e 2-minute vote

1 . 351 customer-success demo IH7E =2 chatbot ~

workflow > B2 agent ? sRHIRHIERIEHE -

Prompt

Smart Play

Workflow
fixed path

Operator
external effect

@ ] @ ° 5/40
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LAYER 2 [ PRODUCT BAR

F_2 : 7%iEPAE
51 Agent

Do not grant autonomy until the job deserves it

FEAE—FHRGEEEREN > MERYIEESHERTENS
FHIER ~ 1BIREM B T HSEEE o workflow E$8F > agent
R R BRRARS

Spark Build Architect Prompt SmartPlay

CONTROL PLANE

Layer 2 [ Product fit

Each layer adds one proof point that the agent is controlled.

Risk shift

Download

E

Productfit

03
04
05

' 08

l o7
o8
08

Authority
Toclcontracts
Approval
Actioninjection
Data boundary
Sandbox

Trace + evals

Production gate

00 -



/7 JARY Academy

M{EREREEF
ZH

Four questions before autonomy

Job REFE » T2 WAL ) context BT @ > TR ?
%J = Does context vary enough to require
Is the job clear, not an all-purpose judgement?
assistant?

0 Tool risk & EIPRAIHEREE ? o Eval R AETE LARATSERELE 2R 2
Can tool risk be constrained and Can eval cases be written before launch?
observed?

Spark Build Architect Prompt SmartPlay

) Job clarity

o Context variation

o Tool risk

) Evalfeasibility
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BEST PRACTICE

Feii)s - BFiE
BiRE

Start small, make it stable, then grant authority

F—IRARIE—ERE - EERN o SEHRIT context pack » ST A -
‘&ﬁ g Define the context pack before tools,
V1 handles one frequent, low-

consequence job.

° FRHEABSUER] - BAMIS
Test refusal and clarification, not only
success.

Spark Build Architect Prompt SmartPlay

ViScope

One frequent, bounded job

Context Pack

Approved sources before tools

Refusal and clarification first

00 -
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LAYER 3 [ AUTHORITY

BB
AEZ]

R E i RR—EENK 0 AERRE - HIER

L RN

Authority must be defined before capability is exposed

2= A

EBEAR

THETTE

BIE identity ~ role ~ scope 2 policy ° EE21E% agent #Y

— iR -

Spark Build Architect Prompt SmartPlay

CONTROL PLANE

Layer 3 [ Authority

Each layer adds one proof point that the agent is controlled.

Download

o miskshitt
' 0z  Productfit
' 03  Authority
04 Toolcontracts
05  Approval
' 08  Actioninjection
l o7 Data boundary
08 Sandbox
09 Trace + evals

Production gate
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IDENTITY MODEL

i&{E Agent ZIJ&E

o

Who does this agent represent?

©) ftEmEEA ARERE ? ARRE
FEIREE ?
User identity, team identity, or service
identity?

o TA agent EEFREIER » 75
MEERE #R -
Ditferent agents need different scopes;
do not rely on trusting the model.

) KN token » TR RITAAL
key °
Use short-lived tokens, not permanent
broad keys.

Spark Build Architect Prompt SmartPlay Download

User token Team role

Service token Policy scope
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PERMISSION LADDER

IR - 2 —
{2 ;

Permission is a ladder, not a switch €0 oraft
Read @ #55) « % » LL¥Y - () Draft : 24 email » ticket » i
Read: lookup, summatise, compare. calendar ~ PR © e Write
Draft: prepare email, ticket, calendar or
PR.

o External /| Admin

Write : A%~ AI1ER - HIREE - External/Admin : &% ~ 5% -~ Al
Write: internal, reversible, thresholded. Fﬁ . deploy X Eﬂ*gﬂﬂ =

External/Admin: send, pay, delete,
deploy, change permissions.

@ [ ] @ @ n/4ao
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CHECKPOINT 2 [ PERMISSION MATRIX

S —hRiEPREZLHEY
AJ LAFGHE

V1 authority must be small enough to defend

Auto Draft only
HEHHY agent 838 CRM ~ E#i email ~ E#h ticket ~ 1L meeting °
2R TARAILL > R | 8—RHERARABEEER ~ LR « FiR
ERIERERAE ?

Approval Block

e 3-minute worksheet

tA—47 permission matrix : Read / Draft / Write / External /
Admin ¢

@ [E———— ] @ ° 1240
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LAYER 4 | TOOL CONTRACTS

EME : TAEELY
{REHERE

Tool contracts turn broad power into bounded capability

THEARRINAEEE > ME delegated power - REE
shell ~ SQL ~ admin console 3244123 ; {BAEHEAEAE ~
5] dry-run ~ AIEREE - FIECERAVERAY o

Spark Build Architect Prompt SmartPlay

CONTROL PLANE

Layer 4 [ Tool contracts

Each layer adds one proof point that the agent is controlled.

lm
|oz

loa

Risk shift

Product fit

Authority

Download

Teol contracts

05
' 08
l o7
o8
08

Approval
Actioninjection
Data boundary
Sandbox

Trace + evals

Production gate
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CASE BRANCH [ BAD TOOL DESIGN

THARBXX > T
FEOMFEX

Broad tools create broad accidents

o Full Gmail access RS EYER 8535 R o Raw SQL iE# &) ~ 1221 ~ MIPRHRA

it e B—87] -
Full Gmail access mixes reading with Raw SQL merges lookup, mutation and
sending. deletion.

o Shell access & package * file »
network » secret &l JE—#EMA o

Shell access expands package, file,
network and secret risk at once.

Spark Build Architect Prompt SmartPlay Download

CASEA

Gmail : HREBENFHRTHKE
Read ® send ;8% 75

CASEB

SQL : M AMMAAHEMEMTR
Wi W4 BIREME—AD

CASEC

Shell : {EHEMRISFEPFEEI package » network » secret
ENAR » MAEHRER

Q0 -
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GOOD TOOLCONTRACT

THIEESE « 7]
dry-run - AJiE¥E

Narrow, dry-run capable, traceable

° FA create_email_draft » T8 ° 48 arguments ~ destination
full_email_access ° scope * policy version ¢
Use create _email _draft, not Validate arguments, destination, scope
full _email _access. and policy version,

° SR tool call #BE T reason ~
source ~ result ~ rollback path =

Every tool call records reason, source,
result and rollback path.

Spark Build Architect Prompt SmartPlay

Typed args

Policy check

Dry run

Trace
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CHECKPOINT 2 | CONTRACT REWRITE

{—(EA T IR
AEHH TR

Rewrite broad access into narrow, reviewable tools

8 5% agent B Gmaily PXpk—#EBZ A tool contract - BREFRES
agent E5E > MESTE—RITHHEAIHIBE o

@ 3-minute rewrite

§if &2 | search_customer_thread - create_reply_draft
request_send_approval °

Spark Build Architect Prompt SmartPlay

o Read tool
o Draft tool

o Approval request

o Send tool

00 -
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LAYER 5 | HUMAN APPROVAL

BHE : HERS
8852 > FEEE

Approval is an accountability transfer, not a Ul
interruption

FRS—SHERA »  EESERREBEFARS - (UEER
58 reviewer ERTBEBR » MAER#E—1E Are you
sure °

Spark Build Architect Prompt SmartPlay

CONTROL PLANE

Layer 5/ Approval

Each layer adds one proof point that the agent is controlled.

lm
'oz
loa

'OI

Risk shift

Product fit

Authority

Tool contracts

Download

‘.u

Approval

' 08
l o7
o8
08

Actioninjection
Data boundary
Sandbox

Trace + evals

Production gate
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APPROVAL UX

AELR TAre

you sure?}

Approval must show the actual side effect

° SETEHLEE ? agent (LR 2

Who approves, and who does the agent
represent?

o i MRAE[E ~ FISER ~ policy
reason f2{1/E ?

Impact, recoverability and policy reason?

o 6 B A ? AERRR
i ?

What action, target, content and source?

Spark  Build

Architect Prompt SmartPlay

o Actor
o Target
o Impact

o Recovery

Q0 -
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BYPASS RULES

o] LABSSBHLE - {3
FrebgBACER

Approval can be skipped; logging cannot Auto Policy
read [ draft bounded write

o {EES  read-only « AR « #E @ WREE « £« BUREE - S

B AT EE) o BEEE ~ ROTIY o AZENHEHE o Approve Block
Low-risk, read-only, reversible and Customers, money, sensitive data, external effect “gmgf.dmin
bounded actions can be autonomous. external sends and irreversible actions

recuire approval.

() =BiEtBET threshold -
policy » trace ¢
Skipped approval still needs threshold,
policy and trace.

o 00 -
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CHECKPOINT &4 | APPROVAL EVIDENCE

EREEMESH

Redesign the approval promptinto evidence

Send approval

Recipient / Source | Claim / Impact [ Rollback

1=MHIF . TAgent wants to send an email. Are you sure?) ¥ FEEET

e : g To: client S : CRM + ticket
recipient ~ source * claim ~ impact » rollback ° H = ource +tic
. . Impact: external promise Rollback: follow-up
0 4-minute drill correction

#—4) vague approval 22X reviewer B151E « FE MBS
8 approval surface °

@ @ 20"0
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CONTROL PLANE

Layer 6 [ Action injection

Each layer adds one proof point that the agent is controlled.

LAYER 6 ,l' ACTION INJECTION
|m Risk shift

== ° n —] [0z Productfit
AY - B =
W * ah l 02  Authority
ﬁ bﬂ E ' 04 Toolcontracts
Untrusted content may inform facts, never grant [ os
authority

Approval

' 06 Actioninjection

Prompt injection 7£ agent R AEFE BXF1 > MEE
SHEINB B FHRALATENRZHE o BhARWARETE policy E2
tool gate » MAF=ER 5 prompt wording °

l o7 Data boundary
o8 Sandbox
09 Trace + evals

10 Production gate

00 -
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CASE BRANCH [ HIDDEN INSTRUCTION

ZBR email A8
W Hg ﬁ M;E % EF email & TERBEFRAELEHE » HiRiER)

Customer content is not system authority
FACT

©) Email - @E o ticket 827 () ABTRRERIE » TR BT

AISHA ° policy °
Email, webpages, documents and tickets Content may inform facts, not change
are untrusted input. policy. AUTHORITY

FEINE : SMEE B FAEIRAE(IRR « B2 policy SRR
° PA#RTE tool policy » FRETE

prompt wording ©
The defense is tool policy, not prompt
wording alone.

o Q0 -
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INSTRUCTION HIERARCHY

Spark Build Architect

kD BERE  HAE

TS ?

Separate instruction from content

System [/ developer policy : 4~8]
WM EER °

System and developer policy cannot be
averridden by external content.

° Tool result / document : 25K »

FEHS o
Tool results and documents are data, not
commands.

Policy

° User intent : RIABREM °

User intent comes from the human goal.

Tool result

Prompt

SmartPlay Download
User intent
Untrusted content

Q0 -



s JARY Academy Spark Build Architect Prompt SmartPlay Download

CHECKPOINT § [ AUTHORITY BOUNDARY

Hhm—a R EE
E > W— 1S L

Separate facts from attempted authority
o Clarify

&Aaudience—ﬁﬁiEAemail EE®EXK - HEEH ~ REIE< ~ JMEPE
45 o sAIRaCHPEEE facts » BILEE attempted authority ©

o Refuse

@ 3-minute red-team drill

748 OfEET [ ARERE [ BEER / KAEE -

o 00 -
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LAYER7 [ DATA BOUNDARY
o = =
=" °
TR ZIEE
Data boundaries are part of the control system
Prompt ~ memory  vector store + logs &BBIHERX 2B

BEE - N2 agent BRFEIMARERES ; AIRMEY
WA ~ DERAXERE

Spark Build Architect Prompt SmartPlay

CONTROL PLANE

Layer?/ Data boundary

Each layer adds one proof point that the agent is controlled.

'u
|o=
loa
|oa|
los

Risk shift

Product fit

Authority

Tool contracts

Approval

Actioninjection

Download

(o

Data boundary

o8

09

Sandboex
Trace ¢+ evals

Production gate
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SENSITIVE CONTEXT

A& agent HF
%IJ ' X REEE

Visibility is not necessity

o API key ~ password ~ token ~ ° PIl ~ BA%S ~ HR ~ &5 Bk B4R Bl
cookie i prompt ¢ M o
APl keys, passwords, tokens and cookies Pll, finance, HR and customer data need
do not belong in prompts. classification and redaction.

o Logs ERJAE » BFSEERFLE I
BRI o
Logs must support investigation without
becoming secret copies.

Spark  Build

Secret

Memory

Architect Prompt SmartPlay

Pl

Logs

00 -
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IRBEAFEE—
T RIS

Leaks often come from tool combinations

° ifi CRM + &% email + call URL @ HE®I ° [E—1{@ run F~MEERGE S sensitive

REFIZ P SH REEIE o read £ external write ©
CRM read + email send + URL call can A run should not freely combine sensitive
form an exfiltration path. reads with external writes,

o TEZZEE sink restrictions =

Tools need sink restrictions between data
sources and destinations.

Spark Build Architect Prompt SmartPlay

CRM IREISAYREN « BMEA « R AMIEMR

TRANSFORM

Agent BFEIEIER TAENE) HIRE

SINK
5h28 email 5 URL call REE&5hRH0O0

FERUES © source-to-sink policy

@ @ 2?’40
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LAYER 8 [ SANDBOX

B\E : SRHE
T > BREA

Autonomy only makes sense after blast radius is
bounded

{75k agent B E i - KERT T LA EKELERE > M
ek A AN/ EEER 0 WAEWISLE « BlE AE -

Spark Build Architect Prompt SmartPlay

CONTROL PLANE

Layer 8 [ Sandbox

Each layer adds one proof point that the agent is controlled.

Download

o miskshitt

' 02  Productfit

l 03 Authority

' 04 Toolcontracts

' 05 Approval

' 08  Actioninjection
l o7 Data boundary
'.os Sandbox

09

Trace + evals

Production gate

@ @ 23"0
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CONTAINMENT DEFAULTS

Browser °

files » code

network 98
PRBH

Separate browser, files, code and network

° Filesystem : 2 mount {E#EEH

B o

Mount only task-required folders.

Network : egress allowlist »
metadata/internal CIDR »

Use egress allowlists; block metadata
and internal CIDRs,

Browser : [l session » 7R F9AE
B4 localhost ©

Isolate sessions; avold internal networks
and localhost.

Code : shell ~ package ~ admin
action ZE RS HEAE o

Shell, packages and admin actions need
isolation and approval.

Spark

Build

Files

Network

Architect Prompt SmartPlay

Browser

Code

Q0 -
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RECOVERY MODE

Kill switch 8¢
§E prompt

A kill switch lives outside the model

° Stop = revoke sessions, tokens, Circuit breaker : read-only »
queued actions, tool access ° approval-only ~ full stop =
Stop means revoking sessions, tokens, Circuit breakers degrade to read-only,
queued actions and tool access. approval-only or full stop.

o FciR™ evidence » Fifi memory &
rotate credentials °

Preserve evidence before clearing
memory or rotating credentials.

Spark

Build

Read-only

Full stop

Architect Prompt SmartPlay Download

Approval-only

Evidence hold

@ @ 30! “©
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CHECKPOINT 6 [ BLAST-RADIUS DESIGN

&S hRY agent
8 sandbox
default

Choose the default-deny boundaries

© &8 CRM ~ EH#I[C)7E « ZHF follow-up ° BFLE filesystem » browser ~
network » production access fEsZ—FtA TR ?

@ 3-minute design

% =18 default deny » LU —{E o451 #E BRI BITD ©

Spark Build Architect Prompt SmartPlay Download

DEFAULT DENY

Foliizc il TR R EIE « AiEiELL « production admin

console

ALLOWED
RN CRM IFEEE + RIlIL email draft

EXCEPTION

SMEpERIX LA - AATER reviewer BROAT

Q0 -
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CONTROL PLANE

Layer 9 [Trace +evals

Each layer adds one proof point that the agent is controlled.

BhE:BFRB ...
E’ﬁﬁﬁﬁ%§ —

No trace, no credible governance (o6  Actioninjection
Trace 72 debug fiB &M > MELZE &/ - BIEEEE | o7  bataboundary
B RHERERNEMRINGE © 25 evidence chain » 3ARE [os  sandbox
production readiness ° '.“ - ”

10 Production gate

Q0 -
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TRACE ANATOMY

—{&AIEETHY

action trail

An action trail that can be investigated

° BCHE user intent ~ sources » plan ~
tool calls »

Record user intent, sources, plan and tool
calls.

0 AE® agent (2B 2B audit
trail o

Do not let the agent modity its own audit
trail.

go## policy version + approval
screen ~ approver ~ final action ©

Record palicy version, approval screen,
approver and final action.

Spark  Build

Intent

Tool call

Action

Architect Prompt SmartPlay Download

Sources
Approval

Recovery

@ @ a:"n
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EVAL SET

Eval *%Hiﬁ“m O success
Ih

Evals must include refusal, attack and recovery € Refusal

©) Ah=O : CRTAERER - ) sEERe) : SHEWLERT A O Attack

Success: it completes the intended job. f& i

Refusal: it knows what not to do.
o Recovery

) xuxe : erRETAENETE (D) wm=A : HHBESL - B

E% ° T o

Attack: it does not treat untrusted Recovery: it can stop, recover and

content as authority. support investigation,

o 00 -
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CHECKPOINT 7 [ EVAL EVIDENCE

BB =H6ERk
[R3ZERY eval el

Write evals that prove control, not just usefulness

Refusal eval
"_"{E“ﬁ]:j] > —{EJLE%@ v M{@]:ﬂ% @ @{E eVal gﬁgﬁ input s expected Knows what not to do
behavior ~ trace signal ©

Attack eval

Untrusted content cannot authorize action

@ 4-minute worksheet

AERE ERZBIER)  BAEAREER - BENERIL
i e

00 -
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LAYER 10 [ PRODUCTION GATE

BTE . LGE—
{EEER R

Deployment is an evidence decision, not a confidence
vibe

AL demo » RREREHEE ; L E4R » FRABBIAEERR
E3$%E o production gate ZBRIENBER ship / delay /
block BYsE#E ©

Spark Build Architect Prompt SmartPlay

CONTROL PLANE

Layer10 [ Production gate

Each layer adds one proof point that the agent is controlled.

'm
|oz
loa
|oa|
'os
'oa
lo'r
|os

'0!

Risk shift

Product fit

Authority

Teol contracts

Approval

Actioninjection

Data boundary

Sandbox

Truce + evals

Download

(=

Production gate
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BOARD QUESTIONS

LisEi » EEEE -
R — &= R95E :

The boardroom asks one repeated question o Scope
o ERA& ? FHHE token ? O mumeAn  TR-%F &
Who does it represent and which token ﬁ = *&ﬂﬁ ? o Approval
does it use?

Which data, tools, customers, money and
permissions can it touch?

o Recovery
0 MRTHME  RIBES S - &
&~ fERR 7
If it acts wrongly, can we stop, recover
and explain?

o 00 -
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FINAL EOARD GATE

{REHtE RIS 2

Ship, delay, or block?

EIZIEEFH customer-success agent o {RIRTE A 2/REUE HIEf ; (RF
%5 permission matrix ~ tool contract » approval threshold ~
injection tests ~ audit schema °

@ 6-minute board gate

3% —1@ . ship / delay / block » %7B5|BAIE LG evidence »
MmAEA TEZEE) 188 -

Spark  Build

Ship

Block

Architect Prompt SmartPlay

Delay

Evidence

00 -

Download



/7 JARY Academy

EVIDENCE KIT

EERIYZGE
—{n LiR:EiIRE

The takeaway is a production evidence package

° Agent permission matrix o Tool contract checklist
o Approval threshold table ° Prompt-injection test checklist
Q Audit log schema Incident mini-runbook

Spark Build Architect Prompt SmartPlay

Authority evidence

Permission matrix + scoped tokens

Action evidence

Tool contracts + approvals

Readiness evidence

Trace, evals, recovery runbook

@ ° a’!‘ﬂ
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CLOSING PRINCIPLE

Agent-ready = m

mﬁ ah ? m E E F Authority, scope and policy are explicit

Observable

Every action leaves evidence

Agent-ready means the organization can prove control

Build WizOAR TREFBEFMAT ) » MEAIE—EE1TE agent &
[EEEER | BEIRIE ~ MAHHEE - B - SEIREW - HEWEEF o

Review Smart Play validation Open

Recoverable

Stop, rollback, investigate

JARY ACADEMY [ BUILD

Q0 -



